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(54) Method for using portable wireless devices to monitor industrial controllers 



(57) A system (10) and method for controlling and 
monitoring an industrial controller using a portable wire- 
less device (34). the system includes a programmable 
logic controller (pic) (16), a local server (22) for exchang- 
ing communication with the pic, a internet service pro- 
vider (isp) server (28) for exchanging communication 



with the local server using the internet, and a wireless 
user communication device for exchanging communica- 
tion with the isp server, a user utilizes the internet to 
monitor the operation of the pic and input control com- 
mands to the pic using the wireless user commun .cation 
device. 
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Description 

[0001] This invention relates generally to process 
controls and more specifically to controlling a process 
by remotely controlling a programmable logic controller. 
[0002] Companies can incur great expense when one 
or more processes are not working correctly or not work- 
ing at alt due to a simple failure or fault within the control 
system. Maintaining an on site engineer to monitor the 
process and make the appropriate correction is expen- 
sive and time consuming. Known methods of diagnos- 
ing and correcting control system faults remotely, typi- 
cally require that an engineer handling the remote cor- 
rections have the proper PLC data available to him and 
is aware of the problem. There is a need for an off site 
engineer to have the capability to remotely monitor the 
operation of a PLC, obtain the proper PLC data that al- 
lows the engineer to become aware of a problem, diag- 
nose control system failures and faults, and remotely 
adjust the operation of the PLC. 
[0003] In an exemplary embodiment, a programma- 
ble logic controller (PLC) is remotely controlled and 
monitored using a local server, the Internet, and a port- 
able wireless device. A system for remotely monitoring 
and controlling input and output I/O devices connected 
to and controlled by a PLC includes a programmable 
logic controller (PLC), and a local server for exchanging 
communication with the PLC. The system further in- 
cludes a wireless internet Service Provider (ISP) server 
for exchanging communication with the local server us- 
ing the Internet, and a wireless user communication de- 
vice for exchanging communication with the ISP server. 
A user utilizes the Internet to remotely monitor the op- 
eration of a process being controlled by the PLC and 
inputs control commands to the PLC using the wireless 
user communication device. 

[0004] More particularly, the wireless ISP provides a 
user with access to the Internet using the wireless user 
communication device. The PLC is connected to the lo- 
cal server, which is linked to the Internet and includes 
communication drivers that enable the PLC and local 
server to exchange communications. Using the wireless 
communication device, a user accesses the Internet to 
communicate with the local server, access PLC opera- 
tional data, and Input PLC commands and operational 
response data. Thus, a user can remotely diagnose and 
correct PLC problems, thereby avoiding costs incurred 
when the PLC adversely affects the process it controls. 
[0005] Embodiments of the invention will now be de- 
scribed, by way of example, with reference to the ac- 
companying drawings, in which: 
[0006] Figure 1 is schematic of a system for remotely 
controlling and monitoring a controller using a portable 
wireless device in accordance with one embodiment of 
the present invention. 

[0007] Figure 1 is a schematic of a system 1 0 for re- 
motely controlling and monitoring an industrial controller 
using a portable wireless device. System 1 0 includes a 



programmable logic controller (PLC) 16, a local server 
22 that exchanges communication with PLC 16, an In- 
ternet service provider (ISP) server 28 that utilizes the 
Internet to exchange communication with local server 
22, and a wireless user communication device 34, which 
exchanges communication with ISP server 28. Wireless 
communication device 34 includes a user input device 
40 for inputting commands and data to be transmitted 
to PLC 16 over the Internet and a display 46 to view 
information retrieved from the PLC over the internet. 
[0008] In operation, PLC 16 is used to control an in- 
dustrial process (not shown) by outputting control sig- 
nals or commands in response to various inputs. PLC 
1 6 is a computer like device, having a processor 52, that 
reads, for example, voltage levels at terminals of an in- 
put module 58 and energizes terminals of an output 
module 64 based on a program stored in a programma- 
ble memory 70. PLC 16 is capable of using a plurality 
of input modules 58 and a plurality of output modules 
64. A user programs PLC 16 with a program that is 
stored in memory 70 and executed by processor 52. The 
program is a list of instructions that provide the desired 
results by monitoring the terminals of input module 58, 
and based on the state of the inputs, turn 'ON' or 'OFF 
terminals of output module 64, thereby controlling one 
or more devices connected to PLC 1 6. 
[0009] A programming device (not shown) uses a suit- 
able programming language, such as ladder logic, to en- 
terthe program into memory 70. An exemplary program- 
ming device is a hand held programmer or a laptop com- 
puter. Generally, processor 52 continuously cycles 
through the program stored in memory 70, for example, 
checking the status of all terminals of input module 58 
and determining program paths to follow based on input 
module 58 readings and updating the terminals of output 
module 64. When checking the status of input module 
58, PLC 16 scans each individual input terminal to de- 
termine the state of each terminal, i.e. whether the ter- 
minal is 'ON' or 'OFF. If there is voltage present at the 
terminal it is considered 'ON', while if no voltage is 
sensed the terminal is considered 'OFF. This data is 
stored in memory 70. Processor 52 then executes the 
program stored in memory 70 and based on the input 
data the status of each terminal of output module 64 is 
updated. 

[0010] In one embodiment, Input module 58 is an In- 
put module that receives discrete inputs from devices 
such as limit switches, electric eyes, and push buttons. 
In another embodiment, input module 58 is an analog 
input module that uses an analog to digital converter to 
sense variables such as temperature, speed, pressure, 
and position and put the read data into a format that 
processor 52 can read. In yet another embodiment, in- 
put module 58 is an input module that receives inputs, 
for example AC or DC cu rrent, from devices such as me- 
chanical switches . Additionally, input module 58 pro- 
vides electrical isolation between the input terminals of 
input module 58 and processor 52 to protect PLC 16 
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from damage caused by electromagnetic interference 
(EMI) or radio frequency interference (RFI). Compo- 
nents such as optical isolators or optocouplers are used 
to provide electrical isolation on input module 58. 
[001 1] Output module 64 is capable of use with AC or 
DC devices such as solenoids, relays, contactors, pilot 
lamps, LED readouts and other electromechanical de- 
vices. PLC 1 6 uses a power source to run processor 52 
and drive the output terminals of output module 64, 
which are configured to minimize EMI and RFI. There^ 
fore, output module 64 uses components such as optical 
isolators and optocouplers to provide electrical isolation 
between PLC 16 and a load (not shown) connected to 
output module 64. In an alternate embodiment, output 
module 64 is an analog output module that uses a digital 
to analog converter to produce analog outputs to devic- 
es such as motor operated valves and pneumatic posi- 
tion control devices. 

[0012] Monitoring and controlling PLC 16 enables a 
person, such as a process or maintenance engineer, to 
regulate processes. In one embodiment, PLC 16 is 
linked to local server22 using a network, such as a local 
area network (LAN). The communications mechanism 
between PLC 1 6 and local server 22 is any suitable PLC 
protocol, for example TCP/IP over an Ethernet. Further- 
more, local server 22 is equipped with a suitable com- 
munications driver (not shown) that matches the com- 
munications mechanism of PLC 16. Therefore, appro- 
priate persons with network access to local server 22, 
retrieve PLC operational data from PLC 1 6, analyze the 
data, and send PLC operational response data and 
commands to PLC 16. Thus, an engineer that does not 
have direct access to PLC 16 monitors and diagnoses 
the performance of PLC 1 6 and makes appropriate cor- 
rections using a network connection to local server 22. 
[0013] In an alternate embodiment, an offsite engi- 
neer utilizes the Internet to access local server 22 there- 
by gaining access to PLC 16. PLC 16 is connected to 
local server 22 using a network, as described above. 
Additionally, local server 22 is adapted to access the In- 
ternet, thereby enabling an offsite engineer equipped 
with wireless communication device 34 to utilize ISP 
server 28 to access the Internet and communicate with 
local server 22. By accessing local server 22, the offsite 
engineer has access to PLC 16 to retrieve dynamic PLC 
operational data on demand from PLC 1 6. The engineer 
diagnoses the operational data, then sends PLC oper- 
ational response data and appropriate control com- 
mands to PLC 1 6 to change or correct the performance 
of PLC 16. If the needed corrective actions are not fea- 
sible to make from a remote site, the offsite engineer 
contacts on-site personnel to take the necessary ac- 
tions. Additionally, the off-site engineer, based on the 
diagnosis, has the advantage of knowing what equip- 
ment or supplies are needed to correct the problem 
when he arrives at the site, thereby saving system down 
time. 

[0014] When operational data is requested from PLC 



16, local server 22 transmits the data to ISP server 28, 
which formats and processes the data into Wireless 
Markup Language (WML). WML is a markup language 
intended to specify content and a user interface for nar- 
5 row band devices, including cellular phones, personal 
data assistants (PDA's), and pagers. WML is designed 
for use with wireless devices having small displays, lim- 
ited user input facilities, narrow band network connec- 
tion, and limited memory and computational resources. 
10 [0015] After the operational data is formatted into 
WML, ISP server 28 utilizes a Wireless Application Pro- 
tocol (WAP) to transmit the data to wireless communi- 
cation device 34. WAP is an open, global specification 
that enables users of wireless devices, such as cellular 
'5 phones, PDA's, and pagers to easily access and interact 
with information and services over the Internet. WAP 
compensates for constraints of handheld wireless de- 
vices, such as a small display and Input devices, and 
limited computational resources, thereby enriching In- 
20 temet access by wireless devices. 

[0016] Once the operational data is converted to WML 
and sent to wireless communication device 34 using a 
WAP, the user views and analyzes the data. After the 
user analyzes the data, the user utilizes input device 44 
25 to enter PLC commands and operational response data 
into wireless communication device 34. The input com- 
mands and response data are communicated to ISP 
server 28 and then sent to local server 22. Local server 
22 converts the data to the appropriate PLC communi- 
30 cations protocol. 

[0017] Wireless communication device 34 is a porta- 
ble wireless device such as a cellular phone, PDA, pag- 
er, or any device supporting a WML browser. 
[0018] In an exemplary embodiment relating to a pow- 
35 er generation station (not shown), an offsite engineer 
utilizes system 1 0 to determine that there is a problem 
in a fault table (not shown) of PLC 16. The offsite engi- 
neer resets the faults and continues to monitor PLC 16 
via wireless communication device 34. If the problem 
*o persists the offsite engineer further diagnoses the prob- 
lem to determine a cause, for example, a specific I/O 
module (not shown) of PLC 16 is bad. The offsite engi- 
neerthen utilizes the information to determine a replace- 
ment part number for the I/O module and verifies wheth- 
45 er a replacement I/O module is in stock on-site or wheth- 
er the replacement part needs to be ordered. Using this 
information the off-site engineer is able to verify that the 
part will be on-site when he returns, thereby allowing 
him to restore the power generation station to operation 
so more quickly. 

[0019] Thus, by leveraging the cellular infrastructure 
that has been constructed by cellular telephone compa- 
nies, an offsite engineer utilizes ISP server 28, the In- 
ternet, and local server 22 to monitor, diagnose, and 
55 control PLC 1 6 via wireless communication device 34 
from any location with cellular Internet access in the 
world. 

[0020] For completeness, various aspects of the in- 
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vention are set out in the following numbered clauses: 

1 . A method for controlling and monitoring an indus- 
trial controller using a portable wireless device (34). 
utilizing a system (10) including a programmable * 
logic controller (PLC) (16), a local server (22), and 

a wireless Internet Service Provider (ISP) (28), said 
method comprising the steps of: 

monitoring and controlling a system using a n 
programmable logic controue' (PLC); 
exchanging communications between the PLC 
and a local server; exchanging communica- 
tions between the local server and an Internet 
Service Provider (ISP) server utilizing the Inter- 
net; and 

exchanging communications between the ISP 
server and a wireless user communication de- 
vice. 

20 

2. A method in accordance with Clause 1 wherein 
said step of exchanging communications between 
the PLC (1 6) server and the local server (22) further 
comprises the step of sending PLC operational data 
from the PLC to the local server. 



25 



3. A method in accordance with Clause 2 wherein 
said step of exchanging communications between 
the local server (22) and the ISP server (28) further 
comprises the step of sending the PLC operational 30 
data from the local server to the ISP server. 

4. A method in accordance with Clause 3 wherein 
the wireless user communication device (34) in- 
cludes a display (46) for displaying information , said 35 
step of exchanging communications between the 
ISP server (28) and the wireless user communica- 
tion device further comprises the steps of: 

sending the PLC operational data from the ISP 
server to the wireless user communication de- 
vice; and 

displaying the PLC operational data on the 
wireless user communication device display. 

45 

5. A method in accordance with Clause 1 wherein 
the wireless user communication device (34) in- 
cludes a user interface for inputting information to 
the wireless user communication device, said step 

of exchanging communications between the ISP 50 
server (28) and the wireless user communications 
device further comprises the steps of: 

inputting at least one PLC command; 

inputting PLC operational response data using 55 

the input device (40); 

sending the at least one PLC command from 
the wireless user communication device to the 



ISP sewer; and 

sending the PLC operation response data from 
the wireless user communication device to the 
ISP server. 

6. A method in accordance with Clause 5 wherein 
said step of exchanging communications between 
the local server (22) and the ISP server (28) further 
comprises the steps of: 

sending the at least one PLC command from 
the ISP server to the local server using the In- 
ternet; and 

sending the PLC operational response data 
from the ISP server to the local server using the 
Internet. 

7. A method in accordance with Clause 6 wherein 
said step of exchanging communications between 
the PLC (16) and the local server (22) further com- 
prises the steps of : 

sending the at least one PLC command from 
the local server to the PLC; and 
sending the PLC operational response data 
from the local server to the PLC. 

8. A method in accordance with Clause 1 wherein 
said step of monitoring and controlling further com- 
prises the steps of : 

controlling the operation of the PLC (1 6) using 
the at least one PLC command; and 
controlling the operation of the PLC using the 
PLC operational response data. 

9. A system (10) for controlling and monitoring an 
industrial controller using a wireless device (34), 
said system comprising: 

a programmable logic controller (PLC) (16); 
a local server (22) configured to exchange com- 
munication with said PLC; 
a wireless Internet Service Provider (ISP) serv- 
er (28) configured to exchange communication 
with said local server using the Internet; and 
a wireless user communication device config- 
ured to exchange communication with said ISP 
server. 

10. A system (10) in accordance with Clause 9 
wherein said local server (22) further configured to 
access PLC operation data from said PLC (16). 

11. A system (10) in accordance with Clause 10 
wherein said local server (22) further configured to 
communicate the PLC operation data to said ISP 
server (28). 
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12. A system (10) in accordance with Clause 11 
wherein said ISP server (28) further configured to 
communicate the PLC operational data to said wire- 
less user communication device (34). 

13. A system (10) in accordance with Clause 12 
wherein said wireless user communication device 
(34) further configured to display the PLC opera- 
tional data. 



14. A system (10) in accordance with Clause 9 
wherein said wireless user communication device 
(34) further configured to initiate at least one PLC 
command and communicate the PLC command to 
said ISP server (28). 15 

15. A system (10) In accordance with Clause 14 
wherein said wireless user communication device 
(34) further configured to initiate PLC operational 
response data and communicate the PLC opera- 20 
tional response data to said ISP server (28). 

i 

16. A system (10) in accordance with Clause 15 
wherein said ISP server (28) further configured to 
communicate the at least one PLC command and 2s 
the PLC operational response data to said local 
server (22). 

17. A system (10) in accordance with Clause 16 
wherein said local server (22) further configured to 30 
communicate the at least one PLC command and 
the PLC operational response data to said PLC 
(16). 

18. A system (10) in accordance with Clause 9 35 
wherein said wireless user communication device 
(34) comprises: 

a user interface (40) configured for the input of 

information to said wireless communication de- 40 5. 
vice; and 

a display (42) configured to display the user in- 
put information and information received by 
said wireless communication device from said 
ISP server (28). 45 



exchanging communications between the PLC 
and a local server; exchanging communica- 
tions between the local server and an Internet 
Service Provider (ISP) server utilizing the Inter- 
5 net; and 

exchanging communications between the ISP 
server and a wireless user communication de- 
vice. 

10 2. A method in accordance with Claim 1 wherein said 
step of exchanging communications between the 
PLC (16) server and the local server (22) further 
comprises the step of sending PLC operational data 
from the PLC to the local server. 



Claims 



A method for controlling and monitoring an industri- so 
al controller using a portable wireless device (34), 
utilizing a system (10) including a programmable 
logic controller (PLC) (1 6), a local server (22), and 
a wireless Internet Service Provider (ISP) (28), said 
method comprising the steps of: 55 

monitoring and controlling a system using a 
programmable logic controller (PLC); 



3. A method in accordance with Claim 2 wherein said 
step of exchanging communications between the 
local server (22) and the ISP server (28) further 
comprises the step of sending the PLC operational 
data from the local server to the ISP server. 

4. A method in accordance with Claim 1 wherein the 
wireless user communication device (34) includes 
a user interface for inputting information to the wire- 
less user communication device, said step of ex- 
changing communications between the ISP server 
(28) and the wireless user communications device 
further comprises the steps of: 

inputting at least one PLC command; 
inputting PLC operational response data using 
the input device (40); 

sending the at least one PLC command from 
the wireless user communication device to the 
ISP server; and 

sending the PLC operation response data from 
the wireless user communication device to the 
ISP server. 

A method in accordance with Claim 1 wherein said 
step of monitoring and controlling further comprises 
the steps of: 

controlling the operation of the PLC (16) using 
the at least one PLC command; and 
controlling the operation of the PLC using the 
PLC operational response data. 

A system (10) for controlling and monitoring an in- 
dustrial controller using a wireless device (34), said 
system comprising: 

a programmable logic controller (PLC) (16); 
a local server (22) configured to exchange com- 
munication with said PLC; 
a wireless Internet Service Provider (ISP) serv- 
er (28) configured to exchange communication 
with said local server using the Internet; and 



5 



9 



EP 1215 549 A2 



a wireless user communication device config- 
ured to exchange communication with said ISP 
server. 

7. A system (1 0) in accordance with Claim 6 wherein 
said local server (22) further configured to access 
PLC operation data from said PLC (16). 

8. A system (1 0) in accordance with Claim 7 wherein 
said local server (22) further configured to commu- 
nicate the PLC operation data to said ISP server 
(28). 

9. A system (1 0) in accordance with Claim 6 wherein 
said wireless user communication device (34) fur- 
ther configured to initiate at least one PLC com- 
mand and communicate the PLC command to said 
ISP server (28). 

10. A system (10) in accordance with Claim 6 wherein 
said wireless user communication device (34) com- 
prises: 

a user interface (40) configured for the input of 
information to said wireless communication de- 
vice; and 

a display (42) configured to display the user in- 
put information and information received by 
said wireless communication device from said 
ISP server (28). 
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